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Abstract—Handwritten signature is often used for verification of 
important documents. Attackers can fake someone’s handwriting 
signature in a paper-based document, or deliberately attach 
someone’s handwriting signature in binary image to an electronic 
document, which may print later, claiming the agreement of the 
signer. In order to solve this problem, we propose a novel 
signature-in-signature verification system via a secure simple 
network protocol. A user (client) sends an electronic document to 
a signer (server) after initial steps of identity confirmation and 
key negotiation, then the signer embeds some secure information 
related to the document and the signer into the handwritten 
signature. Later the signer sends back the encrypted document 
together with the fragile watermarked signature. Finally the user 
stores the document with signature, which can be verified by any 
third person. Our implementation is a simple UDP-based client-
server system with some necessary security functions. 

Keywords- signature-in-signature, verification, fragile 
watermark, binary image, network protocol. 

I.  INTRODUCTION  
Handwritten signatures have long been established as the 

most widespread means of personal verification. Signatures are 
generally recognized as a legal means of verifying an 
individual’s identity, such as confirmation for a bank payment, 
and agreement with an important contract, etc. Moreover, 
verification by signature is comparatively easy and people are 
familiar and convenient with the use of signatures in their daily 
life. D. Impedovo and G. Pirlo present the state of the art in 
automatic signature verification [1]. As for the signature 
verification system, F. Alonso-Fernandez et al, describe a 
highly versatile and scalable prototype for Web-based secure 
access using signature verification. The proposed architecture 
can be easily extended to work with different kinds of sensors 
and large-scale databases [2]. A. Julita et al, propose the 
method of Support Vector Machine (SVM) for verifying the 
signature in an online signature verification system [3]. J. 
Trevathan, A. McCabe and W. Read describe a system for 
enhancing the security of online payments using automated 
handwritten signature verification, combining complementary 
statistical models to analyze both the static features of a 
signature and its dynamic features [4]. Most of these 
verification systems are based on signal processing and pattern 
recognition, which have a certain false rate. Nowadays the 
electronic versions of documents have been widely used in the 
office and administrative affairs. In the traditional cases people 
edit and print the electronic document, then sign their names on 
it as a proof. However, some are very busy and cannot sign the 

document by themselves. One of the common solutions is that 
they forward their prepared signatures in digital format, e.g., 
binary image, to the person who needs the signature. Then the 
person attaches this signature to the electronic document and 
prints it out as a signed document. But this method will lead to 
some serious problems. An attacker can store this format of 
digital signature, and use it whenever he wants to claim the 
confirmation of the faked signer for a document. Digital 
signature is a secure technique avoiding such kind of attacks 
[5], where an additional code computed by some shared secret 
and message digest is accompanied with the original document 
as a proof. But this additional proof still needs some 
computations for confirmation, which is not as conveniently 
recognizable as the handwritten signature. 

We propose a novel signature-in-signature verification 
system which accords with the traditional user habit and the 
basic security requirements. A user sends an electronic file to a 
signer after initial steps of identity confirmation and key 
negotiation, then the signer embedding an invisible fragile 
watermark with some secure information. Afterwards the 
signer sends back the encrypted electronic file together with the 
watermarked signature, which can be verified later. The 
implementation is a simple UDP-based client-server system, in 
which a simple network protocol is designed for identity 
confirmation and secure transmission, and topology based 
fragile watermark for binary image is used for data hiding. 

The paper is organized as follows. In Section II, we design a 
secure transmission protocol for a UDP-based client-server 
system. In Section III, we briefly introduce the signature-in-
signature technique using a data hiding method for binary 
image. In Section IV, we present the integrated verification 
system. Some security issues and extensions are discussed in 
Section V.  

II. SECURE TRANSMISSION PROTOCOL 

A. Protocol 
The designed transmission protocol includes four stages 

illustrated in Fig. 1. 

1) Identity confirmation for user (Client) and signer (Server); 

2) Diffie-Hellman Key Exchange, negotiating a session key; 

3) The client uploads an electronic document to be signed; 

4) The server transmits the document with a watermarked 
signature. 
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In stage 1, the client sends a JOIN_REQ packet to initiate 
identity confirmation with the server. Then the server responds 
with a PASS_REQ packet, which is a password request to the 
user. And then the client sends a PASS_RESP packet to the 
server including the password. Afterwards the server will 
verify the password and if the password is correct, the server 
sends a PASS_ACCEPT packet to the client. If the password is 
incorrect, the server sends a PASS_REQ packet again to the 
client. The PASS_REQ packet will be transmitted totally at 
most three times. In stage 2, the client sends a DH_PAR packet 
to initiate the key exchange, including the open parameters (a 
large prime and a primitive root) of the Diffie-Hellman 
protocol. Then the client sends a DHKEY_ST packet that 
contains a computed power. Afterwards the server also sends a 
similar DHKEY_ED packet. Thus the client and server share a 
common session key, which can be used for symmetric 
encryption later.  Oakley and ISAKMP can be adopted instead 
of Diffie-Hellman protocol for enhanced security reasons [6, 
p.201]. In stage 3, the client uploads DOC_DATA packets, 
which are the document segments encrypted by the session key. 
Stream Cipher such as RC4 can be used as the encryption 
algorithm. And the client sends a TERMINATE packet for 
integrity check purpose, which is the hash digest (such as Sha1) 
of the entire document. In stage 4, the server recovers the 
document and checks its integrity. If the check passes, the 
server will watermark the handwritten signature. He sends the 
DOC_DATA encrypted packets, and the SIG_DATA packets 
including the signature with some secure embedding 
information. Then a TERMINATE packet is transmitted.  

We assume that the server handles one client at a time in 
our implementation. In the case of password errors more than 
three times, or the disagreement of the signer on the receiving 
document, the server sends a REJECT packet to the client, 
where the client closes the session, and the server exits as well. 
In the case of a packet loss, which will lead to a gap in 
PacketID numbers, or the unmatched case for the digest of the 
received file, the system will also terminate. 

Client Server

Stage 1: Identity 
Confirmation

Stage 2: Diffie-Hellman 
Key Exchange: 

Negotiating Shared Key

Stage 3: Upload Encrypted 
Electronic Document (skip 

if uploaded before)

Stage 4: Transmit Encrypted 
Document together with 
Watermarked Signature
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PASS_ACCEPT

DOC_DATA

TERMINATE
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DHKEY_ED

SIG_DATA

DH_PAR

Fig. 1.  Protocol for secure transmission 

B. Packet Types 
The various packet types mentioned in the protocol are 

illustrated in Fig. 2. All packets have Header with 1 or 2 bytes. 
For the JOIN_REQ, PASS_REQ, PASS_ACCEPT, and 
REJECT packets, there is only a header flag. For the 
PASS_RESP packet, Payload Length is the number of bytes 
for the password that the client logs in. For the DH_PAR 
packet, Payload Length is the number of bytes for the open 
parameters in the Diffie-Hellman protocol. Besides, for the 
DHKEY_ST and DHKEY_ED packets, Payload Length is the 
length of ComputedPower. Recommended key size is 128 
bytes for RSA, or 20 bytes for ECC (Elliptic Curve 
Cryptosystem). And for the TERMINATE packet, Payload 
Length is the digest length of the used hash function, e.g., 20 
bytes for Sha1. Furthermore, for the DOC_DATA and 
SIG_DATA packets, Payload Length is the length of the data 
segment transmitting, Packet ID is the sequential number 
assigned to this packet, and Data is the data segment. 
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Fig. 2.  Packet types 

III. SIGNATURE-IN-SIGNATURE USING A FRGILE 
WATERMARK FOR BINARY IMAGE 

Digital Watermarking and data hiding techniques have been 
proposed for a variety of digital media applications, such as 
image, audio, and video copyright protection, copy control and 
authentication. Hiding data in binary image, though difficult, is 
getting more demands in our daily life. An increasing large 
number of binary digital images have been widely used, such 
as black and white wood engraving paintings, handwritten 
signature, and scanned text etc. Due to the binary image format, 
most of the relevant hiding methods are based on flipping 
white or black pixels without causing visible artifacts, doing 
some complicated computations on lookup table with scores, or 
some defined transition rules to determine the flipping pixels in 
priority [7], [8]. This motivates us to explore a new way with 
simpler calculations determining the flipping pixels. We 
propose a novel topology based data hiding scheme for binary 
image [9]. Cutting the original image into equal blocks, and 
considering the topological structure for the chosen 
embeddable blocks with almost balanced number of white 
pixels and black pixels, we set a mapping between the 
embeddable blocks hiding before and after. We embed one bit 
via the odd-even enforcement in each embeddable block, and 
keep the invariant embeddable features in the mapping. The 



hidden data can be extracted without using the original image 
as a blind watermark scheme. Theoretical analysis and 
experimental results show that our scheme is very efficient in 
the hiding and extraction process, and has satisfied hiding 
capacity and visual quality. 

Handwritten signature is widely used for verification, 
which can be easily obtained from devices capable of capturing 
signature signals such as Handwritten Pads, Tablet PCs. Now 
we adopt this data hiding technique for handwritten signature 
in binary image format.  Illustrated in Fig. 3, we deal with a 
handwritten signature. The original signature is divided into 
3*3 blocks, and we construct a set of embeddable blocks. 
Based on the set, we embed one bit in each embeddable block 
via parity enforcement. For instance, for local 3*3 block (a) in 
the up-left corner, we need to embed ‘0’ in this block. 
According to the specified invariant topology feature, we 
transform block (a) into (b) with one pixel flipping. The 
original signature and the watermarked signature are hard to 
distinguish, and we have ideal hiding capacity. Our hiding 
scheme is fragile for integrity authentication, and blind without 
the original image for information extraction. 

Embed 

‘ Nankai University’

Original 
Signature

Watermarked 
Signature

Local 3*3 Block Local 3*3 Block

One Bit‘ 0’ Embedding

For a Block
(a) (b)

Fig. 3.  Fragile watermark for handwritten signature 

IV. INTEGRATED SYSTEM 
We now introduce the signature-in-signature verification 

system, combining the secure transmission protocol specified 
in section II and the fragile watermark technique for 
handwritten signature described in section III.  

Fig. 4 indicates the participants in the integrated system, 
which includes the following: 

1. User: In the office environment, a staff prepares some 
electronic document, which might be a contract, an 
application, etc. He needs the agreement of his 
manager in the form of handwritten signature, but the 
manager is not on the scene. 

2. Signer: A signer is a person who has the right to 
approve the document. He will inspect the main 
content of the document, and then sign it if he agrees. 

3. Verifier: A verifier is any third person that can check 
the validity of the signed document. He may glance at 
the printed-paper version, and will skip further check 

if he has no doubt.  Otherwise he will ask for the 
electronic version with more investigations, which 
will be explained detailedly later.  

 
Fig. 4.  Signature-in-signature verification system 

We now briefly describe the sequence of events that happen 
in the system. 

1. The user logs in the system and the signer verifies his 
identity. The user inputs some necessary parameters in 
the command line, such as the server name (IP address), 
server port, client port, and password etc. Then the signer 
will associate the client with the user info database, 
searching for the stored password. For the matched case 
of the password, the user successfully logs in. 

2. The user and the signer negotiate a session key by 
Diffie-Hellman key exchange. The user chooses global 
parameters, a large prime q  and a primitive root α  and 
sends them to the signer. Then he generates a random 
number AX and sends qY AX

A modα=  to the signer. 
Similarly the signer generates BX and sends 

qY BX
B modα=  to the user. Thus they have a shared 

session key BA X
A

X
B YYK )()( == . 

3. The user sends the encrypted original electronic 
document. The user starts the transmission of the 
document, which will be divided into several segments. 
For safety reasons, the Data part (illustrated in Fig. 2) of 
the DOC_DATA packet will be encrypted by the shared 
session key K . 

4. The signer deals with the handwritten signature, 
embedding some secure information. First the signer 
computes the digest of the decrypted document with some 
necessary information (time, userinfo) 

)||(DocumentHash , then he encrypts it with his private 
key SignerPR _ , and embeds 

)]||([_ DocumentHashE SignerPR
 into the handwritten 

signature binary image, where the recommended public 
key system is ECC (Elliptic Curve Cryptosystem ) due to 
the short key size(20 bytes or so for guaranteed security).  



5. The signer sends back the encrypted document, 
together with the watermarked signature. The 
document is separated into several packets still encrypted 
by K , and the watermarked signature is divided into 
SIG_DATA packets transmitting to the user. Also the 
TERMINATE packet for the digest of the document and 
watermarked signature is transmitted for integrity check. 

6. The user stores the electronic version of the document 
and the watermarked signature, combining them for 
print. The user verifies the integrity of the decrypted 
document and watermarked signature. If the check passes, 
he will integrate them and print.  

7. The verifier checks the electronic version. If the verifier 
is suspicious of the paper-based version, he can check the 
electronic version. First he extracts the hidden 
information from the watermarked signature, then he 
associates the signature with the corresponding public key. 
For example in Fig. 4, he will search for the public key of 
‘Alexander’. And then he decrypts the extracted 
information using this key and gets )||(DocumentHash ’. 
Finally he compares it with the computed digest at his 
side. For the matched case, the check passes and he can 
print it as a receipt. 

V. SECURITY CONSIDERATIONS AND SOME 
EXTENTIONS 

Generally there are high risks in the network environment. 
As for our system, there exist some common threats as follows. 

1. The attacker wants to change the content of the document. 

2. The attacker wants to fake a valid signature on a document. 

3. The attacker wants to change the signature of others. 

4. The attacker stores a previous valid signature for later use. 

For our system, these threats can be avoided. As for case 1, our 
design secure transmission protocol ensures the correct Packet 
ID, and the integrity of the transmitted content. Once there is 
any transmission error the receiver side can detect it.  Besides, 
the Data part of the packets are encrypted by the session key 
that is only shared by the user and signer, which prevents the 
modification on the transmitted content. As for case 2, only the 
valid user can log in the system and obtain the watermarked 
signature of the signer.  If the attacker gets the handwritten 
signature in binary format and attaches it to an electronic 
document, the check will not pass since there is no valid 
embedding information in the signature. Even if the attacker 
fakes a handwritten signature on a paper-based document, the 
verifier can ask for an electronic version for check. Our 
security methods prevent him faking such version since he 
does not have the private key of the signer. As for case 3, the 
attacker can extract the hidden information from the signer, and 
embed it in another person’s signature. However, the verifier 
will choose a different public key when he sees the handwritten 
signature, resulting in comparison failure later. As for case 4, 
the attacker stores a previous watermarked signature, and 
attaches it for another document. But the embedding 
information of the previous handwritten signature is related to 

the previous document, not any other document. Thus the 
check will not pass.  

We implement a UDP-based client-server system for 
Windows and Linux OS, with the basic features of identity 
confirmation, session key negotiation, database association, 
embedding some information into the handwritten signature in 
binary image, and transmitting files with integrity check via a 
simplified transmission protocol. There are also some 
extensions for our system. The multiple users and multiple 
signers can be supported simultaneously. Besides, the functions 
of the signer can be further decomposed, i.e., the signature 
server who is responsible for embedding secure information 
into handwritten signatures, and the new signer who is 
responsible for approving a document.  The signature server 
stores the database of the user info and the handwritten 
signatures of many signers. Thus our system can be extended 
to large-scaled and more real environment. 
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