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3D printing materializes physical objects through sequentially depositing thin layers. The layer-by-layer stacking
involves controlling 3D printing parameters (e.g., fan speed, nozzle temperature, printing bed temperature, and
filament extrusion rate) to ensure conformity to a CAD (Computer-aided Design) model. Attackers target the
parameters during a printing process to sabotage the printing object. This paper presents four new sabotage
attacks on the fused filament fabrication (FFF)-based 3D printing process: (1) cavity through filament-kinetics,
(2) density variation through filament state, (3) density variation through filament speed, and (4) dynamicthermal manipulation. These attacks produce an insignificant attack footprint on a finished printed object by
targeting localized regions or using small changes in temperature profile, making them hard to detect. Specif
ically, the first three attacks manipulate filament-kinetics to change the print density or create a cavity in a small
localized region, while the fourth attack makes slight changes to the nozzle temperature to manipulate thermal
stress in a printing object without creating any visual deformation. Mechanical (tensile and three-point bending)
tests carried out on the objects under attack demonstrate that these attacks with insignificant attack footprints
can still change the physical properties (e.g., stress and strain) of the printed objects.

1. Introduction
3D printing collectively refers to a group of manufacturing processes
that materialize physical objects through sequentially depositing thin
layers [1]. Although each process applies different physical/chemical
interactions on the building materials, each layer is constructed using a
predefined building direction and stacked sequentially based on a CAD
(Computer-aided Design) model. The layer-by-layer stacking in a 3D
printing process exposes it to a different set of vulnerabilities than other
manufacturing processes, such as machining. Generally, attackers target
a 3D printing process with one of the two objectives: (1) intellectual
property theft, and (2) sabotage attack [2]. The seminal work of Far
ouque et al. [3] demonstrates intellectual property theft using
side-channel acoustic signals by printer motors. On the other hand,
sabotage attacks weaken, damage or destroy a 3D printed object by
causing geometrical nonconformity and workpiece deformation [4].
This paper demonstrates and measures the effectiveness of new
filament-kinetics and thermal stress-based sabotage attacks on the fused
filament fabrication (FFF) based 3D printing process.
A FFF printer consists of a heated printing bed and a printhead that

hosts one or more nozzles. The printhead moves in 2 dimensions (x and y
axes) and simultaneously extrudes the filament to print a thin layer.
Once a layer is completed, the bed moves down (z-axis) to create space
for another layer to be printed on top of the previous layer. The move
ment path of the nozzle during the printing process is also referred to as
“toolpath”. Solid filament is fed to the nozzle where it is converted to
molten state, and extruded out from the tip in synchronization with the
nozzle movement. Usually, 4 different stepper motors are used to ach
ieve the movement in x,y,z and filament axes.
Researchers have demonstrated that the object properties can be
altered by manipulating the manufacturing parameters of a printing
process such as object orientation [5], fan speed [6], nozzle temperature
[7], printing bed temperature [8], and fusing material patterns [9].
Changing the printing parameters affect one or more of the three pro
cesses involved in FFF-based 3D printing i.e., nozzle-kinetics, fila
ment-kinetics and thermodynamics. Up till now, the focus of attack
detection research in additive manufacturing remains on the
nozzle-kinetics [6,10–13]. Although, the adverse and conspicuous ef
fects of manipulating filament-kinetic and thermodynamic profiles have
been demonstrated over the entire object earlier (discussed ahead in
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Section 2.2), the practicality of achieving inconspicuous and localized
attacks that degrade the mechanical properties of the printed object is
not yet explored.
This paper presents four new attacks in this direction on the FFFbased 3D printing process. The attacks are (1) cavity through
filament-kinetics, (2) density variation through filament state, (3) den
sity variation through filament speed and (4) dynamic-thermal manip
ulation. They are designed to produce an insignificant attack footprint
(discussed in Section 5.1) on a finished printed object, making them
hard to detect. Precisely, the first three attacks manipulate filamentkinetics to change the print density or create a cavity in a small local
ized region. The fourth attack makes small changes to the nozzle tem
perature to alter thermal stress profile of the printing object without
creating any visual deformation.
We implement the attacks over PLA (Polylactic Acid) printed
rectangular-bars and perform the tensile and three-point bending tests to
evaluate both attacked and benign specimens. The evaluation results
find that the attacked bars show a noticeable deviation in physical
properties such as peak load, flexure stress, and strain. Note that the
attacks are generally applicable to all common FFF-based 3D printers
that share same set of printing process parameters.
The contribution of the paper is three fold:- .

• A subsequent question arises about the effectiveness of such incon
spicuous and minute changes targeted at specific sub-processes. In
our work, we show that such attacks are effective in modifying the
mechanical properties of the object. Specifically, we perform me
chanical (tensile and three-point bending) tests on 3D printing ob
jects under attack to validate the impact of localized filament-kinetic
and dynamic-thermal attacks on the physical properties (e.g., stress
and strain) of the object.
2. Background and related work
2.1. 3D printing process chain
3D printing is a layer-by-layer manufacturing process that is sub
stantially different from the traditional subtractive manufacturing
technique. As described in the Fig. 1, the 3D printing process starts with
creating a 3D model of the desired object in a computer-aided design
(CAD) software. The model is converted to a geometry file in stereo
lithography (STL) format, which contains the outer surface information
of the 3D object as a collection of small contiguous triangles. The STL file
is passed to slicing software with the printing design parameters, such as
the infill pattern, layer thickness, and temperature profile. The slicer
software converts the STL file and the design parameters into a sequence
of instructions, called G-codes. The G-code file is passed to the printer
through a USB interface, SD-card, or network using a printer control
software. The printer firmware interprets the G-code commands in the
file and prints the object.

• We demonstrate new localized filament-kinetic attacks for cavity cre
ation and density variation without changing the printing path
sequence. Moore et al.’s work [14] is closest to our filament-kinetic
attacks in that they modify the feed-rate parameter for the entire
printing of an object. However, our localized filament-kinetic attacks
target specific object region, with minimal to no change in object
weight, center of gravity, dimensions, and nozzle kinetic process to
achieve concealed internal cavities or density variations.
• We demonstrate new dynamic-thermal attacks that do not create any
visual deformation. Claud et al.’s work [15] is closest to our
dynamic-thermal attacks in that they increase the nozzle tempera
ture for the entire printing process. However, our dynamic-thermal
attacks use planned, localized, and minor modifications in the ther
modynamic profile and further ensure invisible deformation.

2.2. 3D printing sabotage attacks
Most of the existing attacks sabotage a 3D object by modifying the
design files, i.e. the first stage of the process chain as shown in the Fig. 1.
The changes in CAD file simultaneously modify the filament-kinetics and
nozzle kinetics, resulting in bigger attack footprint easier to detect by
existing techniques. The changes at the advanced level in the process
chain, such as the G-code or firmware can manipulate only a specific
sub-process resulting in smaller attack footprint. However, the existing
work is only limited to manipulating nozzle kinetics during a printing

Fig. 1. 3D printing process chain.
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process.

3.1. Localized filament-kinetic attacks

2.2.1. Design file modifications
Sturm et al. [16] manipulate the STL files to create denial of service,
indents, scaling and void attacks without modifying printing parameters
during a printing process. They present a case study of void attack by
using heuristic rules to find a high impacting location in the object, and
then creating an enclosed void.
Belikovetsky et al. [4] demonstrate an attack on a 3D-printed
quadcopter propeller by reducing its fatigue life, which causes it to
fail prematurely during mid-flight. Specifically, they target the joint
connecting the blades to the cap of the propeller and introduce gaps
between them. Apparently, the gaps weaken the mechanical strength
below operational conditions and thus, cause the propeller to break
within seconds of normal operation.

In FFF based 3D printer, a stepper motor (called filament motor)
pushes the filament through the nozzle to extrude the material from the
nozzle tip. The filament motor works synchronously with the printhead
motors (x and y axes motors) to ensure a homogeneous print density
across the entire object. We propose three attacks that manipulate this
relation by briefly tweaking filament motor kinetics to target a small
localized region of a 3D printing object. The attacks target the inter
mediate layers and are concealed by the unmodified top and bottom
layers.
3.1.1. Cavity attack through filament-kinetics
This attack prevents the extrusion of the filament over the target area
of an object to create cavity. It can be performed at any stage of the
process chain. However, if the attack modifies the design file at CAD or
STL stages, it will have a much bigger attack footprint than a cavity size.
To illustrate further, consider the Fig. 2, where a cavity attack using a
design file produces a refined cavity visible as a small square enclosed
within red and green concentric squares.
When a slicer software finds a tiny cavity in an object’s design, it
creates inner and outer walls around it, similar to the object borders. In
this attempt, the toolpath sequence is significantly disturbed and can be
detected. For instance, the move instruction count in this example is
increased from 164 to 218 per attacked layer, and the time to print is
raised over 2 s for higher-speed upper layers and over 4 s for lowerspeed starting layers. From the attacker’s perspective, the effective
ness of a cavity protected by multiple protecting walls, is also ques
tionable in reducing the object’s physical properties.
Our proposed cavity attack is performed through filament-kinetics
only, with minimal change in the move instructions (zero in most
cases), no change in toolpath sequence, and minimal printing-time

2.2.2. Nozzle kinetics
Zeltmann et al. [5] demonstrate a print orientation attack resulting
in degradation of the mechanical properties of the printed object. Moore
et al. [14] hijack the printer firmware and changes internal feed-rate
variable by 10–40%, resulting in deformed printed object. The attack
impact is visible, distributed over the entire object, and also changes the
object’s weight proportional to the modification percentage. Similarly,
Claud et al. [15] hijack the printer firmware and increase the temper
ature variable value, while reporting the actual temperature.
3. Proposed sabotage attacks on FFF-based 3D printing
We present new localized filament-kinetic and dynamic-thermal attacks
with an insignificant attack footprint (refer to Table 2) on a finished
printed object. The attacks can modify the physical properties (e.g., peak
load, flexure stress, and strain) of a target object.

Fig. 2. Cavity attack through STL or CAD file modification. (For interpretation of the references to color in this figure legend, the reader is referred to the web version
of this article.)
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difference from the original design. Due to the abrupt removal of ma
terial, the cavity through filament-kinetics does not create a welldesigned structure, arguably increasing the chances of higher reduc
tion in mechanical properties. Fig. 3 illustrates the modified G-code
instructions as a sample for our cavity attack. There is no move in
struction inclusion against the printing sequence. Three lines are added
in the G-code for attacking a single move instruction (0.3–0.5 mm
thickness). Modifying the G-code file is one way of launching this attack.
If the attacker controls the firmware, the attack can be performed by
controlling the motor directly.

modifying the G-code commands to mute the filament in the region of
interest. We identify two variants of the attack depending upon the
object design and G-code commands.
Variant I: The attack may require removing filament field “e” value in
a single or multiple G-code instructions, and then updating the current
filament length variable through “G92” command.
Variant II: The attack split a single command that may cause a very
minimal time variation. The reason is the max acceleration and higher
order peak value settings that have to be adhered when the command is
split. However, the effect is very minimal (less than 20 ms as observed
under most common conditions). The attacker can still avoid it by
increasing the zone of attack to the complete instruction. To be effective,
this attack usually continues for more than one commands, thus
rounding off to next complete command is not a big change. In attacks
where command splitting is not required, nozzle kinetics is not affected
at all.

3.1.2. Density variation through filament state attack
This attack manipulates the filament motor state (i.e. ON or OFF) to
reduce the material density in an object’s target region without dis
turbing nozzle kinetics and toolpath. To launch the attack, the filament
motor state is changed to OFF. We observed that the switching OFF
event gradually affects the target object due to residual filament avail
able at the nozzle’s tip that continues to extend the filament string.
However, with the filament supply cut-off, the material density in that
zone is less than the actual desired value. The situation is analogous to
the last sentence written from the ink pen whose cartridge is detached.
As the maximum impact occurs with a delay, the attack is initiated
slightly earlier than the target area. To find the exact starting point, we
consider two possible cases. In case I, the attack duration is much
smaller than the time to completely dry out the residual filament as
shown in Eq. (1).

3.1.3. Density variation through filament speed attack
This attack modifies the filament motor speed to manipulate the
relation between filament and nozzle kinetics without changing the
nozzle speed. In FFF printers, a printing move command may trigger
movement of 3 motors (x, y and filament e). The axis undergoing the
biggest move inherits the max-speed value. The printer proportionally
adjusts the speed of the remaining axes to ensure that all motors start
and stop at the same time, and the filament deposition is symmetric
throughout the path.
In this attack, the attacker reduces the filament speed in the target
zone and compensates for the slowness by increasing the filament speed
over the non-critical areas, thus ensuring that the target area receives
lesser filament, while the object’s net weight still remains the same.
Although the weight difference in other 2 attacks is also minimal, it is
zero in this attack. There is also no impact on the toolpath sequence or
the printing time.

(1)

Δtattack = |tON − tOFF | < (dres ∕ vnozzle )

where Δtattack is the attack duration, tONandtOFF are the filament motor’s
switching OFF and switching ON time, dres is the distance to completely
consume the residual filament and vnozzle is the nozzle speed at that
instance. In case II, the attack duration is comparable or greater than the
time to consume the residual filament, as shown in Eq. (2).
(2)

Δtattack = |tON − tOFF | ≥ (dres ∕ vnozzle )

3.2. Dynamic-thermal attacks

To calculate the maximum impact point of the attack, we investigate
the value of dres, which is a function of nozzle speed, nozzle temperature,
material properties, max acceleration and jerk settings in the G-code, as
shown in Eq. (3). For case I, the weakest density point corresponds to the
nozzle position when the filament motor is switched back ON. The
material density remains higher in the neighboring regions. In case II,
where attack duration is prolonged enough to dry out the residual fila
ment completely, we attain a zero material density zone with gradual
downward density slope to precede it in response to the switching OFF
event, and a steeper upward slope to follow the switching ON event.
dres = f (Gnozzle

, Vnozzle

, Tnozzle

, max(v, a, j)

, h)

Thermodynamics of a FFF printer is a complex process, and is critical
for the printed object’s health. Asymmetric heating and cooling profiles
at different regions in an object may create residual thermal stresses
[17]. If the thermodynamic profile is tweaked too far than the optimal
setting, it results in noticeable deformation or warping. On the other
side, tiny changes do not consistently change the material properties.
The critical question in designing this attack is to find small magnitude
deviation patterns that do not create any visible deformation but still
change the object properties.
There are two heating elements in a FFF printer, i.e., printing nozzle
and heated bed. This attack mainly targets the nozzle’s temperature and
does not alter any nozzle- and filament-kinetics. There are two ways to
set the nozzle temperature. First, the “M109” command pauses the
printing, the printer attains the desired temperature, and resumes the
printing. Creating a steep temperature variation will result in higher
thermal stress. Thus, it is desirable from the attacker’s standpoint;
however, pausing the printing for a few seconds creates enough devia
tion in nozzle kinetics to generate an alert. Second, the “M104” com
mand continues to print while simultaneously working to achieve the
desired temperature. The temperature fluctuation is gradual.
This attack utilizes the “M104” command to instruct the temperature
change before the nozzle passes over the target area. A small change in a
single layer has a negligible impact on the object. To increase the attack
impact, multiple internal layers are printed with the same modified
profile. Different temperature profiles incur consistently different out
comes in physical properties. Thus, the attacker can use a temperature
profile that can give the desired impact on material properties. Note that
when the temperature is reduced, under-extrusion will also occur.
However, in this attack, we ensure that the temperature fluctuations are
within the printer’s extrusion capabilities.

(3)

where Gnozzle, Vnozzle and Tnozzle are the nozzle’s geometry, speed and
temperature, max(v, a, j) are the maximum speed, acceleration and jerk
settings in the printing profile, “h” is the printing material viscosity
property. Although these functions can be calculated through fluid dy
namics knowledge, our experiments show that the dres value remains
around 25–30 mm for the settings used in our experiment. The attack is
designed by choosing the highest impact region of an object, calculating
the tOFF time as per the desired intensity of the attack, and then,

Fig. 3. G-code snippet of filament-kinetic cavity attack.
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4. Attack implementation

line into three parts and produces a cavity only in the middle part of the
line. The effective cavity dimensions per layer are around
2 mm × 0.6 mm. The filament values are adjusted using the methods
described in Section 3. The attack starts after the 1st part of the attacked
command is completed. The filament is retracted by 4 mm. This value is
measured empirically, starting from 1 mm upwards to ensure minimum
retraction distance that results in zero residual filament, resulting in a
clean cavity at the target spot. After retraction, the nozzle follows the
toolpath for the 2nd part, but without filament extrusion. When the
nozzle reaches the end of the cavity, the filament is pushed back 4 mm;
the filament length variable is updated to avoid ’e’ value modification in
the subsequent commands. The 3rd part is then printed normally. The
phenomenon is explained in the Fig. 4.

4.1. Adversary model
4.1.1. Assumptions
Our threat model assumes that the CAD and STL files are intact; they
are protected by other security measures such as file integrity checker.
However, the attacker compromises the printer firmware and G-code (e.
g., Harvey [18]) and installs a rootkit that can manipulate the printing
process, including printer (internal) sensors and actuator movements.
This model is commonly used by the existing security research on 3D
printers [13–15,18].
4.1.2. Attacker’s goal
The user is printing a batch of critical rectangular bars exposed to
tensile and bending stresses during operation. The attacker aims to carry
out inconspicuous attacks on the target object to achieve degradation in
mechanical properties while evading the visual inspection and necessary
quality checks (such as weight and the center of gravity).

4.3.2. Density variation through filament state attack
In this attack, the attacker mutes the three adjacent infill lines near
the center of the object. Two small connecting lines (0.5 mm) that
connects two infill lines are also muted as a consequence. The attack is
made by removing the “e” field in the required move instructions and
updating the software’s filament length variable. Although no visual
impact is expected in this attack as the nozzle stays well within the case1 discussed in Section 3.1.2, the attacker keeps the top three and bottom
three layers unmodified for re-assuring no visual anomaly in the finished
object. The purpose of extending this attack over more layers is to in
crease the attack impact on the object properties.

4.1.3. Attack method
To achieve the goal, the attacker utilizes our proposed filamentkinetic and dynamic-thermal attacks. In control of the printer’s firm
ware and G-code, the attacker generates the G-code files, each con
taining one type of attack sequence and utilize it in the target 3D printer
to attack the printing object.

We implement the attacks on rectangular bars with dimensions
(60 mm length × 6 mm depth × 4 mm height). The bars are printed
with PLA material through the Ultimaker-3 printer hosting a 0.4 mm
nozzle. On a control PC connected over the IP network, Ultimaker Cura
4.0.0 is used as the slicer and controlling software. The default object
settings include 0.2 mm layer thickness (making 20 layers in the object),
100% infill density, and “Line” infill-pattern at 45◦ angle. The default
temperature for layer-1 is 210◦ C, while 205 ◦ C for the remaining layers.
The printing speed is set at 50 mm/sec.

4.3.3. Density variation through filament speed attack
In this attack, the attacker selects three lines in the center of the
object and reduces their material density by 30% by reducing the value
of Δe (which is the difference in the filament length value for the ith and
(i-1)th command). To compensate for the anticipated reduction in
weight, the attacker selects three lines in the middle of the right half and
three lines in the middle of the left half and distributes the lost material
equally among them. As per the attacker’s knowledge, these locations
are less critical from the object’s operational perspective. The top and
bottom three layers are not attacked in this case as well. Although the
deviation magnitude in this attack is smaller than the previous two at
tacks, a larger area of the layer is disturbed in this case.

4.3. Localized filament-kinetic attacks

4.4. Dynamic-thermal attacks

4.3.1. Cavity attack through filament-kinetics
Three layers from the top and bottom are not modified to attain a
cavity within the internal layers. The attacker calculates the bar’s cen
tral point and modifies the G-code move instructions near the center. To
keep the cavity fully encapsulated from all sides, the attacker splits each

The variation of temperature at different locations in an object in
duces thermal stresses that impact the printed object’s mechanical
properties. Exploiting this fact, the attacker manipulates the nozzle
temperature by a small magnitude (±12 ◦ C), causing residual thermal
stress with no visible deformation or warping. The magnitude was

4.2. Experimental settings

Fig. 4. G-code comparison of single instance of cavity attack.
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selected after no particular trend was observed with a deviation of
(±5 ◦ C) and ( ± 7◦ C) for the chosen attack types. The printing of each
layer starts at one end (bottom right as per the user’s settings) and fin
ishes at the other end (top left), as shown in Fig. 5.
When the attacked layer printing starts, the temperature begins to
change due to the influence of the M104 command inserted by the
attacker. The printer proceeds towards the center in line by line fashion.
As the nozzle reaches the center, another M104 command is issued to
revert the temperature to the default value. Before the nozzle reaches
the other end of the object, it attains the default temperature. Sufficient
time is required to ensure that the required change in temperature can
be achieved as the printer reaches the center. In addition to the warping
over higher temperature changes, this factor also creates an upper
bound on the attack magnitude.
Fig. 5 shows sufficient time-gap between printing of the central
portion and the sides of the bar to attain the temperature difference. If
the infill pattern angle is changed to 0o, launching the dynamic-thermal
attack in this manner would not be possible. However, the infill angle (or
raster angle) value is an important design decision with significant
impact on the material properties [19], and it’s modification is not a
trivial operational change.
Two different attack patterns are used in our experiment. In the first
attack, the central part is printed at 12 ◦ C higher temperature than the
default value, while in the second attack, the central part is printed at
12 ◦ C lower temperature. We observed minor variation (around ±2 ◦ C)
in the peak temperature difference induced in different samples.

Table 1
Statistics of attacked and benign samples outer dimensions.
Attack type
No Attack
Clean Cavity Attack
Filament State Attack
Filament Speed
Attack
High Temperature
Low Temperature

Length (mm)

Width (mm)

Height (mm)

Mean

Std dev

Mean

Std dev

Mean

Std dev

60.52
60.53
60.54
60.54

0.10
0.05
0.07
0.04

6.57
6.55
6.59
6.61

0.03
0.03
0.02
0.03

4.14
4.14
4.14
4.14

0.02
0.01
0.01
0.01

60.53
60.58

0.05
0.07

6.61
6.56

0.04
0.03

4.15
4.16

0.01
0.02

less infill density and higher attack magnitude (by muting the filament
motor for more time) to confirm visual deformation. Thinning of infill
lines can be visually observed in the target area, as seen in the Fig. 6b.
For dynamic-thermal attacks, we installed a thermocouple near the tip
of the nozzle to examine the actual temperature during the printing.
Fig. 7a shows the traces of the high temperature profile attack. The
middle part is printed at the highest temperature, and both sides are
printed at default temperature. Fig. 7b shows that the nozzle tempera
ture is reduced when the central part of the object is being printed. The
traces confirm that the temperature is modified for the attacked prints.
Fig. 7 does not represent a thermal image taken at one instance; rather, it
provides the temperature value of each pixel when it was printed.
6. Mechanical testing for attack impact measurement

5. Evaluation results

After confirming that the attacks met the criteria of inconspicuous
ness and parameter modification, we carried out the mechanical tests of
the original prints and the attacked prints. We performed two important
destructive tests: tensile strength test using MTS Insight 30 and threepoint bending test using Instron 5948 test equipment. Filament-kinetic
attacks and dynamic-thermal attacks were carried out in two separate
circumstances. Therefore, a separate set of default prints is used for each
of them.

5.1. Stealthiness standpoint
The stealthiness of the attack is part of the success criteria. We
observed no change in the object dimensions for the attacked samples.
Table 1 shows the results of the object dimensions measured for 5
samples of each type of attacked and benign specimens. The stealthiness
also includes changes in the printing time, weight differences, or
modification of the toolpath. Table 2 summarizes the attacks perfor
mance from detection or stealthiness standpoint. We did not observe any
visual indication in the attacked objects throughout the printing process.
One exception is the clean-cavity attack, where a cavity can be visible to
an observer during the internal layers’ printing. Ultimately, the cavity is
covered by the non-attacked top layers in due course. In case of
dynamic-thermal attacks, when temperature reduction was attempted
over 15 ◦ C, occasionally warping was observed in the workpiece. We
restricted our attacks to 12 ◦ C where no deformation was observed for
any specimen above the available 3D-scanner resolution (0.5 mm). All
other attack samples were printed smoothly.

6.1. Mechanical testing of filament-kinetic attacks
6.1.1. Tensile test
The results of tensile tests for the filament-kinetic attacks are sum
marized in Table 3.
All the attacks show a decrease in the peak load, peak stress and the
modulus value. Clean cavity attack shows the biggest reduction in the
peak load and stress values, followed by the filament state attack.
However, the Young’s modulus reduction for the cavity attack was
minimal compared to the filament state and filament speed attacks.
Another interesting finding is the reduction in yield value for all types of
attacks, as visible in the Fig. 8b.
All the attack samples broke earlier than the non-attacked samples.
Another important observation is that the samples broke exactly at the
point of attack, while the non-attacked samples break at random loca
tions as visible in the Fig. 9b. In the case of cavity attack, the cavity got
exposed after the failure, as shown in the Fig. 9a. During the failure
investigation, this evidence can point to the presence of an attack. As
shown in the Fig. 9c and d, there was no obvious indication leading to
the presence of attack in other two cases.

5.2. Confirmation of parameter changes
To examine if our attacks change the desired parameters, we carried
out few exercises. For the cavity attack, we know that the cavity (if
created) will be visible during the printing of the attacked layers. As
shown in the Fig. 6a, the cavity is created at the correct spot as intended.
The image is captured during a test print by pausing the printing during
one of the attacked layers. Since there is no visual indication for the
other two filament-kinetic attacks, we printed a rectangular prism with

6.1.2. Three-point bending test
The three-point bending tests also show a minor reduction in the
peak stress value for the attack samples. Clean cavity attack samples are
the fastest to break, followed by filament state attack samples. Filament
speed attack samples did not break till the maximum extension limit of
the test. It is also evident from the heaviest tailed curve of filamentspeed attack in the Fig. 10. It indicates that the density reduction
across multiple layers in the central region negatively affects the layers

Fig. 5. Infill printing sequence.
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Table 2
Attack footprints from detection standpoint.
Attack category

Attack name

Visible change

Change in outer
dimensions

Toolpath sequence
change

Printing Time
change

Weight
difference

Filamentkinetic
Filamentkinetic
Filamentkinetic
Dynamicthermal
Dynamicthermal

Clean Cavity

None

None

None

None

0.4 s per attacked
layer
None

<1%

Filament State

Yes (only in internal layers during
printing)
None

Filament Speed

None

None

None

None

None

High
Temperature
Low
Temperature

None

None

None

None

None

None

None

None

None

None

<1%

Fig. 6. Filament-kinetic attacks - parameters deviation evidence.

6.2. Mechanical testing of dynamic-thermal attacks
6.2.1. Tensile test
Tensile tests for dynamic-thermal attacks also show a noticeable
change in properties. Fig. 11a shows that the benign samples break at
random locations, as expected. However, a consistent interesting trend
is visible with the two attack patterns. The low-temperature attack
samples, shown in the Fig. 11b, always break at the center where the
temperature deviation is maximum, while the high-temperature attack
samples, shown in the Fig. 11c, never break at the center. Table 5 pre
sents the tensile tests results for the dynamic-thermal attacks samples.
Compared with the default profile, the peak stress value was reduced
by 8.1% for the low-temperature attack and 3.3% for the hightemperature attack. The most impacted property was ‘Strain’ with
− 28% difference in the low-temperature profile attack. Table 6 presents
the summary of the test results. Fig. 12a and 12b presents tensile test
results plots for stress versus strain, and load versus time.
6.2.2. Three-point bending test
Fig. 13 represents the three-point bending test results for dynamicthermal attacks.
For this test, we set a maximum extension limit of 7.5 mm. All
specimens fractured before this value. For high-temperature attack
samples, the specimen breaks abruptly, indicating strong inter-layer
bondage in the central part. Though the specimen gets fractured
earlier for low-temperature attacks, several layers remain intact till the
max extension limit for all the low-temperature attack specimens. It
shows the weakening of the inter-layer bondage caused by temperature
reduction. The peak load value raised from 144 N (default) to 158.8 N
for the high-temperature profile but reduced to 129.4 N for the lowtemperature profile indicating 10–15% average deviation.

Fig. 7. Temperature profile for dynamic-thermal attacks.

bondage. The three-point bending results indicate apparent changes in
the object properties based on the attack pattern. Table 4 presents the
results of the three-point bending tests for the filament-kinetic attacks
specimens.
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Table 3
Tensile tests summary for filament-kinetic attacks.
Peak load (N)

Peak stress (MPa)

Peak strain (mm/mm)

Modulus (MPa)

Attack types

Mean

Std dev

Mean

Std dev

Mean

Std dev

Mean

Std dev

No Attack
Clean Cavity
Filament State
Filament Speed

1273.252
1123.876
1135.753
1230.394

43.380
81.768
29.283
36.287

47.140
41.580
41.940
45.380

1.856
3.178
1.060
1.203

0.023
0.019
0.020
0.023

0.001
0.002
0.000
0.001

2916.865
2880.255
2779.170
2814.338

81.932
48.643
68.891
81.932

Fig. 8. Tensile test results for filament-kinetic attacks.

Fig. 9. Filament attacks specimens after tensile tests.

7. Attack countermeasures

Firmware attack countermeasures
Firmware of a 3D printer can be modified through an illegal upgrade
activity over the network or via USB port. Network security measures
and vulnerability analysis of the firmware covers the known remote
exploits. To avoid an illegal USB based firmware upgrade, physical ac
cess should be controlled, and USB drives should be regularly scanned
for malware. To verify the firmware of the printers, users may utilize
verification schemes proposed by researchers, such as [21] based on
block-chain, [22] using instructions level abstraction, etc.

The attack countermeasures can be categorized into two groups:
cyber and physical domain measures.
7.1. Cyber-domain countermeasures
The proposed attacks can be launched by modifying the G-code file
sent to the printer, or by compromising the printer firmware. Following
paragraphs discuss some countermeasures in the cyber-domain to detect
and block these attacks.

7.2. Physical domain countermeasures
Monitoring the physical process is an important measure to detect
cyberattacks in a CPS.

Network layer security
McCormack et al. [20] identifies most of the surveyed printers using
unencrypted communication with the control PC, increasing the chances
of network layer attacks. By securing the communication channel be
tween the control PC and the printer through advanced encryption
standards and authentication techniques, the network attack vector can
be controlled.

7.2.1. Realtime and out-of-band monitoring of filament-kinetics
The test results show that the presented sabotage attacks change the
physical properties in various ways and magnitude. Cavity attacks
through filament-kinetics created a clean cavity with a minimal foot
print over the nozzle kinetics. The filament-state attack has zero
8
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utilized effectively with more research. As all the attacks incurred
unique effects on the object, an interesting future study can provide
unique attack signatures. These signatures can help in detection when
the attack magnitudes go further low into the confusion zone of the
printing process’ benign deviations.
7.2.2. Monitoring via temperature sensors or thermal cameras
The two dynamic-thermal attack patterns used in our scheme suc
cessfully modified object properties confirming that these attacks are
practical. Very low temperature deviations do not affect the object,
while very high changes can cause visual deformity. Within this win
dow, different attacks can be launched to target specific properties of the
object. Monitoring the nozzle temperature through thermocouple sen
sors or object temperature using thermal cameras [24] can help in
detecting these attacks.
8. Conclusion
We presented and evaluated localized filament-kinetic and dynamicthermal attacks on FFF-based 3D printing process. The attacks produce
no visual impairment and insignificant footprint, making them difficult
to detect. With the help of tensile and three-point bending tests, we
established that these attacks successfully modify the printed object’s
physical properties, such as peak stress and strain. The attacks that
target the design or STL files usually cause big and uncontrolled printing
profile changes at the slicing stage, making them obvious to simple
detection schemes. On the contrary, the proposed attacks can bypass the
existing detection techniques, and can still impair the normal func
tioning of the targeted object. To protect against these attacks, syn
chronized space-time analysis of the thermodynamic, nozzle-kinetic and
filament-kinetic processes can be an effective way.

Fig. 10. Three-point bending test for filament-kinetic attacks: flexure stress vs
flexure strain.
Table 4
Three-point bending tests summary for filament-kinetic attacks.
Peak flexure stress
(MPa)

Peak flexure strain
%)

Peak stress /
Strain (MPa)

Attack types

Mean

Std dev

Mean

Std dev

Mean

Std dev

No attack
Clean Cavity
Filament State
Filament Density

71.814
70.403
65.283
69.361

1.477
1.477
1.712
0.484

11.190
11.043
11.184
11.152

0.033
0.061
0.064
0.062

21.618
21.151
19.735
20.881

0.663
0.491
0.347
0.112

Table 6
Three-point bending tests summary for dynamic-thermal attacks.

footprint over nozzle-kinetics but a relatively bigger footprint over
filament-kinetics. If the filament-kinetic state is monitored, this attack
can be detected. The filament-speed attack is slow and steady. There is
no footprint over nozzle-kinetics. If the magnitude of density variation is
low enough, the detection could be challenging. More research can
reveal new ways to launch and block these attacks. Schemes based on
optical-encoders [23] or electric current measurement [11] can be

Attacks

No Attack
High Temperature
Low Temperature

Peak flexure stress
(MPa)

Peak flexure strain
(%)

Peak stress
/strain (MPa)

Mean

Std dev

Mean

Std dev

Mean

Std dev

80.209
88.288
70.842

4.344
1.885
3.375

10.953
11.003
11.067

0.105
0.036
0.090

7.322
8.025
6.403

0.370
0.191
0.327

Fig. 11. Dynamic-thermal attacks specimen images highlighting the break-points.
Table 5
Tensile tests summary for dynamic-thermal attacks.
Attacks
No Attack
High Temperature
Low Temperature

Peak load (N)

Strain at break (mm/mm)

Modulus (MPa)

Mean

Std dev

Peak stress (MPa)
Mean

Std dev

Mean

Std dev

Mean

Std dev

1356.438
1329.316
1268.334

72.806
73.773
43.458

50.800
49.120
46.820

2.593
2.594
1.617

0.032
0.033
0.023

0.002
0.005
0.001

2939.383
2845.408
2962.007

223.311
259.791
66.050
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Fig. 12. Tensile test results for dynamic-thermal attacks.
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